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1 Introduction

1.1 About This Document
This guide covers ROME software configuration and administration. It includes step-by-step instructions on
how to configure the Wave2Wave Robotic Optical Engine (ROME) system as well as instructions on how to set

up and administer users of the system.

1.2  Audience
This document is intended for Software Administrators of ROME equipment.

1.3  Related Documents
The ROME Hardware Installation Manual covers the installation of the ROME equipment into a rack. This
document is a follow up document to help a customer administrator configure their ROME equipment once it

has been installed.

This document should not be consulted until the ROME equipment is fully installed and powered up.
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2  Configuring the ROME Equipment

Configuration of the ROME Equipment involves configuration of the ROME LCU and a ROME Chassis on
the same rack.

To configure ROME, the administrator will be using ROME's Command Line Interface (CLI) as well as ROME
Shell logging. In addition to using ROME'’s CLI and Shell logging, the administrator needs to use a terminal
emulation application such as Teraterm and an FTP file management application such as Filezila.

In the configuration steps outlined below, Teraterm and Filezila have been used, as examples, to show the
steps involved in configuring the ROME equipment. If the administrator uses other applications, the terminal
emulation application must allow logging in both CLI and Shell mode, and the file management application
must allow FTP file transfer.

If needed, TeraTerm installation is covered in Appendix 2.

2.1 ROME Configuration Process

The first steps in configuring the ROME LCU involve:
+ Initiating a Terminal Session
+ Loggingin as a SuperUser

Once the administrator has logged in as the SuperUser, the Initial Setup process can begin, which covers:
+ Configuring IP Info
Setting the clock
+ Rebooting

After the Intial Setup process is complete, the administrator should run a few random connect and disconnect
tests.

Note: If, at any point, there is an error message or incorrect behavior, please suspend setup and contact
Wave2Wave.
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2.1.1 Initiating a Terminal Session

1) Connect a laptop to the ROME LCU with a serial port cable and open terminal software (i.e. Teraterm)
The popup window shown below will open.

[1eva term: New cameection x|
C TCPAP Host: [192.168.10.111 =l
¥ History
. .
Service; & Telnet ICH porth; I' 3
© S8H S8H version: |ggn? -I
© Othe
L Protoco) IUNSPfC -I
f
& Serial Port: [COM1: Quatech PCMCIA Serial Port (C ¥
ok | cancel | Hep |

2) Select the radio button “Serial” and select the appropriate COM port & click ok.

3) Go to Setup > Serial port >
The following popup will open:

lara Tery: Serial port setop

= L
| Baud rate: isz00 v | “
Data: 8 bit v Cancel

Parity: none v
Stop: 1 bit - ] Help I
Flaw control; none v

Transmit delay

20 muec/char 200 mseqline

Set the parameters as above. In most cases, especially if Teraterm is being used, then the only parameter
that needs to be changed is the “Baud rate” (to 115200).

4) Click OK and hit Enter. You are now in the Shell -> prompt of the machine.
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5) Type version to find current IP address configured on the machine.

T 192,168.10.201 - Tera Term VT - O X
File Edit Setup Control Window Help

ROMEL [OPER1# go

login: Shelllser
password:

EECEELL L L ELLLLLLELLELLLELLELLELLLE LS
shell started
EELELLL L LLLLLLLLLLLLELLLELLLLLELL L LS

Shell task *tShell®’ restaprted...

—> wersion

Uxcllorks (for MPCBLxx on TOQMB541 — with BSP by TQ-Systems GmbH> version 6.8.
Kernel: WIND version 2.13.

Made on Jan B2 2819, 16:52:11.

Boot line:

Fzn{@,.08) vxworks e=192.168.10.201 h=192.168.10.101 g=192.168.18.1 u=fz—afmdev pw
=fz—afmdev o=mottooso

value = 112 = @x70 = ‘p’

6) You can now connect to the management (LAN) port using the current IP address.
- Connect a CAT5E cable to the LAN port on the LCU and the other end to the ethernet port of the laptop.

7) Configure the laptop’s ethernet adapter setting within the same subnet

To change the IP Address of laptop to access ROME, use the following steps:
+  Goto Network & Internet Settings

« GotoEthernet

«  Change Adapter Options

* Open Ethernet Internet Protocol Version 4 (TCP/IPv4) Properties *
«  Select“Properties”
«  Double Click on“Internet Protocol Version 4 (TCP/IPv4)” N o

‘fou can get IF settings assigned automatically if your network supports

- Example: this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
- IP found was 192.168.10.201 (from step 5 above)

General

(") Obtain an IP address autoﬂatically

- Internet Protocol Version 4 (TCP/IPv4) Properties ® Use the folowng 1 adress:
- Select“Use the following IP address” and type: IP address:
IP Address: 192.168.10.202 Subnet mask:
- Set the subnet as /24 or 255.255.255.0 Defauit gateway:
- Click OK O

(®) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[validate settings upon exit Advanced. .

Cancel
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2.1.2 Access ROME Through LAN Port

Open up terminal session (i.e. Teraterm)

- Select TCP/IP and put the IP address (found in step 5 of 2.1.1) and make sure port number is 23

- Click OK and you will get the Login: prompt
- Log in as: SuperUser, with the password superuser and hit enter

Note: After configuring ROME, it is important to change the password of the SuperUser (see Section 2.2).

Tera Term: Mew connection

() Other

Serial

Cancel

® TCP{IP SLECRN192.168.10.201) v
History
Service: @ Telnet TCP portit: |23
) SSH S5H version: §SH?2 -

Protocol: UNSPEC -

Help

153 TR TLI0T - Tewa Teem VT
File Edd Sefup Control Window Help

Login :Superilser
Fauuword:

b lzowy Lo MavaZWavae ROAE L1

ROMEL [OPERTR

You are now inside the CLI in ROME[OPER] mode
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2.1.3 Configure the New IP Address
The first step is to configure the IP address of the ROME equipment.

1) Use command Set board ipParams ipAddr 172.16.22.10 subnetMask 255.255.0.0 dfltGateway 172.16.0.1
and press enter

Note: Above IP and gateway are examples

ROME will now change the IP address and disconnect from the laptop

- To re-connect to ROME, configure your laptop IP based on the new IP of ROME (Reference step 7 of 2.1.1)

2.1.4 Configure Time and Date

1) Open up terminal session (i.e. Teraterm) and connect using steps from 2.1.2
2) To set time and date using command: set time ntp server <enter IP Address of ntp server>
3) To set the time source, use the command: set time source sntp

Note: To get NTP server details, use the link: https://tf.nist.gov/tf-cgi/servers.cgi

Login:Superlser
Paszsword:

Helcome to WaveZ2llave ROME CLI

ROME1 [OPER1I#f zet time ntp server 129.6.15.28

To configure time and date manually, use below steps:
1) set time source manual

2) set time date mm-dd-yyyy

3) set time hour hh:mm

Page 9 www.wave-2-wave.com DOC-0003



¥ WAVE2WAVE' @@@ ,’\‘A‘i’;‘:;‘f”at°r's

. ROBOTIC OPTICAL ENGINEe
Connect for Life

2.2  Changing the SuperUser Password

Once ROME has been configured for the first time, the SuperUser password should be changed for security.
To change a SuperUser password, the user must be logged in as a SuperUser and use the “user password”

command. As an example:

#user password SuperUser
#newpassword
#newpassword
#superuser

This set of CLI commands will change the SuperUser password from “superuser” to “newpassword".

Note: “newpassword"is a placeholder, please use a more secure password for the SuperUser.

ROME Setup is Complete
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2.3 Basic Administrator Commands:

Homing a ROME Chassis:

Homing will initialize the ROME robotic motor positioning.
From the CLI, enter the homing command:

ROME[OPER]# homing run

ROME

ROBOTIC OPTICAL ENGINEe

Administrator’s

Manual

Note: It will take 1-2 minutes to complete homing process, during this time no connections will be made

Performing a Connection:
# connection create a20 to a120
Logical port format: <matrix><port number> For example a25

Performing a Disconnection:
# connection disconnect a20 from a120

Disconnect all connections:
# connection disconnect range all

Y:Yes N:No

Disconnection Abort:
# connection disconnect range abort

Disconnect range of connections:
# connection disconnect range <portid> to <portid>

Enabling Connections:
# ce

Connection Pending List:
#cp

Check the connection list:
#cc

To clear all connection request entries:
#c*

Logout of ROME:
# logout
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3  User Administration

ROME supports 4 default user profiles:
+ Super User - This user has access to all Operations/Permissions.
+ Security Administrator - This user is able to add, configure, edit and delete users and their profiles.
- System Administrator - This user is able to provision connections and ports.

Users can be added to any of the above profiles/groups by the Super User or Security Administrator.

What follows below is a short tutorial on setting up and administering users. For a full set of user administration
commands, please see the Command Line Interface (CLI) User Manual.

Note 1: The only two user types that can administer users are the Security Administrator and the SuperUser.
Note 2: Authentication servers, such as a Radius server, can be used with the ROME to administer and manager
all users of the ROME equipment. For example, for Radius authentication servers, the CLI interface offers the
command “set radius-server”.

3.1 Creating a new User

To create a new user, the “users add” command is used. In this command, the user’s username, initial password,
and access level is set. For example:

#users add Fred secret!pass3 system administrator

This command adds a new system administrator user named Fred, with a password. Fred should be reminded to
change his password on his first access.

Note: Only SuperUsers can add other SuperUsers. Security Admins can add users who are Security Admins,
Technicians, and System Admins.
3.2  Changing a User’s access level
User’s access level can be changed using the “users access” command. For example,
#users access Fred Security Adminstrator

Changes Fred's access level from System Administrator to Security Adminstrator.
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3.3 Deleting, Suspending, and Re-enabling a User

A User can be deleted using the “users delete” command. For example:
#users delete Fred.

A user can be suspended for a period of time, then re-enabled using the “users disable” and “users enable”
commands. For example:

#users disable Fred

#users enable Fred
3.4 Changing a User’s Password
A user’s password can be reset using the “user password command”. For example:

#user password Fred

#newpassword

#newpassword

#secret!pass3
The user can use this command themselves to change their password, or the Security Admin (or SuperUser) can
use it to reset a password for a user that has forgotten it.

3.5 Monitoring Users

Users can see all the users currently defined on the system by using the “users show” command. In addition, this
command can show those users who are currently logged on, or those users not logged on. For example:

#users show logged

lists all the users currently using the system, listing each users name and access level.
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Appendix 1 - Detailed ALARM LED Table

The Wave2Wave ROME LCU front panel has three LEDs, as shown below. These LEDs provide a quick visual
indication of the system’s functional status.

General Rule for LED Colors

Lit Green LED

ROME has power and the system is functioning without problems

Lit Yellow LED

Minor/Warning Alarm

Lit Red LED

Critical/Major Alarm

Blinking Red LED

Technician mode - not necessarily an Alarm

Detailed ALARM LED Indicator Table

LED Status System Mode Comments
Green + Amber LED Power-UP « All LEDS operational
blinking; On: 2 secs, Off: « LEDs continue blinking until power-up is
1 sec. complete
Red + Amber + Green Setup Mode « System in setup or configuration mode

simultaneous blinking

« Verify all LEDs are working

Green LED ON

System Ready

« System Ready, no robot motion

Green LED Off

No Power

« Power not connected or power supply failure

Green LED Blinking

System Initialization or
robot motion

« System is initializing as a result of a command or
routine audit being executed.
« Connections/disconnections inprogress

Red LED ON

Major, Critical Alarm,
System in Call Tech
mode

» Reference troubleshooting guide
« Connect/Disconnect disabled
« Contact technical support
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Detailed ALARM LED Indicator Table (continued)

LED Status

System Mode

Comments

Red LED Blinking

Technician mode

« System undergoing maintenance
«When in CR/MJ alarm, red led also blinks while in
Technician mode.

Amber LED ON

Minor alarm

« System in shell mode (Debug)
« Shutdown or Pause mode (No motion)

Amber LED Blinking

« Shutdown or Pause mode (No motion allowed)
- Call Tech Activity

In addition, each power supply has its own LED.

Detailed Power Supply Indicator Table

LED Status System Mode Comments
Power Supply No Power + No Input Power
LED Off « Power Supply Failure
Power Supply OK « Input Power connected and within spec

LED ON and LIT Green

« Power supply on and in active or standby mode

Power Supply
LED ON and Blinking
Amber

Power Supply Failure

« Power input or output failure
« Internal fan
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Appendix 2 - Teraterm Installation
You can download the TeraTerm application here: https://ttssh2.0sdn.jp/index.html.en
TeraTerm Installation
+ Double click on the TeraTerm installation exe file.

« Clickon run.

] User Account Control ﬂ

K Do you want to allow the following program from an
unknown publisher to make changes to this computer?

Program name:  teraterm-4.86 (1).exe

Publisher: Unknown
File origin: Hard drive on this computer
@ Show details Yes | Neo

Change when these notifications appear

« Click on Next.
Setup - Tera Term - n

Welcome to the Tera Term Setup
Wizard
This will rstall Tera Term 4.86 on your compuler

1t s recommended Bt you dose ol other scpicatons Defore
Contreng

Chck Next to continue, or Cancel to exit Setup.

foexl » Canvel

+ Select the“l accept the agreement” option and click next.

e Setup - Tera Term -

License Agreement
Flease read the Slovang mpoctant nformation before Continung,

Pinase read U folloneng License Agree ment. Yoc must scosot $e terros of S
agreement before contiruing with the Instaliation

[icense of Teca Term -~

['_ug,u;-'. (<) 7. Terarwain
$oopymght (c) TeraTerm Propect

Al rights recsrved
* prrestted provided that the follivang conditiorn e met

1. Redstribubons 0f source code must retan the above copyright nobce.

PRedalrbubon and use in soutce and binary fooms, with or without modifcation,
r tha B3l of conditorn and the fobowny dademe v

I nccept the sgreement
81 d0 not acceot the agresment

< Bach Coree!
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« Define the path for installing the software and click next.

Fod St - Tevg Ten -

T LT (e | R0
here Wi 1y 1 e v

e

} Tei o T Cwe Tn s Bty Ay

Taowr i, wn el T e sl e b et & Wl e 7 e

L P (3 Y e [—

A 80V o For ol spuns arenad

Select “Custon Installation,” unmark “CygTerm+” & “LogTT” and press next.

Select the language and click next.

Select the program name for the start menu folder and click next.

C|ICk neXt. vy Setup - Tera Term -~ &

Aebect Addtunal Tarky
Whach acdaons tasks shouls be perSormec

” l

Scect O a00%0ral Wik yow vk e Se0 19 Do whie releiey Tee Tem,
T ok Nt

V. Creste Tera Term vt 9 Deskiop
o Creste Ters Tem orsst 8 Quack Launch
1 A4 Cygturm Heve” 1 Cortent mery
] Crawte crgaanch shonast t Ques Launch
, Assocats .t e 13 TG ane
1 Assocete teket trotcsl b tewgro exe
] Aasociate wh Drotocs 1 Hempre. e
Assccane .Sy fe 3 hervore eve

« Click install.
It Setup - Tern Term -

Ready (o Install
et 5 row ready 13 bagr retalng Ters Term on your ompuer

Ok Jatal 13 Condrue wilh B retalaton, o O Back f pou want 2 review o
Sarge wy eiings.

Deatration bcator: -~
CPvogram Fles (od) \ter winrs

ot
Starvierd rataheton

Lameener.
Tera Term & Maos

TrRmtonMare; (VT Wirdow e can be changed Som reset) v
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